Preliminary Testing Activity
Before heading to CCB and MABVI, we should test what we have so far and look for feedback ourselves. In this case, we will watch a Social Engineering video and use Notebook AI to help us finish a new hire training.
In-pairs activity: 
One person uses Notebook AI for Social Engineering training; the other one takes notes on the usability experience.
Video to watch: Social Engineering (video starts at 0:31)
Use Notebook AI for taking notes on the lesson
After watching the video, answer the following questions, you can use Notebook AI to help you:
· What is Social Engineering?
· What is the 3rd step of a Social Engineering attack?
· What is the most common Social Engineering attack?
· If an online ad promises free software or services, what type of social engineering attack might this represent?
· Mention one method to avoid social engineering attacks
During the activity the person who is taking notes should have these questions in mind:
· How is the language of the user? Do they treat Notebook AI like Siri? 
· How detailed does the user need to be with the instructions they give to Notebook AI?
· Is Notebook AI showing the whole note or just snippets of the note?
· Make notes on usability (Did the user understand the function of all the buttons? Was there anytime the user couldn’t find the correct note?) 
After the activity, discuss the experience and share your notes with the group.


Answers:
· What is Social Engineering?
Social Engineering is taking advantage of human behaviors and natural tendencies.
· What is the 3rd step of a Social Engineering attack?
The attack is executed by using the information they gained from the user
· What is the most common Social Engineering attack?
Phishing
· If an online ad promises free software or services, what type of social engineering attack might this represent?
Baiting
· Mention one method to avoid social engineering attacks
Any of these answers are correct:
1. Avoid opening emails and attachments
2. Avoid Sharing Personal Information
3. Be Careful of the tempting offer
4.Use Multifactor authentication
5. Install an antimalware and keep it up to date

Notes Ethan and Paul
· Ethan wanted to take notes using bulleted lists.  This made it hard to keep up with the pace of the speaker.  Either you must retype the context every time or the search doesn’t work (missing context of the header).
· VoiceOver bugs are a problem with entering note title.
· We screwed up the app by being on the wrong network.
· It would be awesome to be able to delete notes (or reset the database).  Maybe there could be an end point on the backend to reset the data.
Notes Sarah and Bela
· Directly click to recording button - assume to speak to create new note 
· Format of taking notes affects a lot the result 
· The user asks the same questions of the doc 
· 1/5 got correct! 
· Keyboard keep moving around 
· Maybe microphone can be build inside new note? 
· Make difference between record memo and question 
· some people may search for keywords  

